Connecting Android Device to the Cisco AnyConnect VPN

This page provides instructions on how to install and connect to the Cisco AnyConnect VPN for Android

OS devices version 6.0 and above

The Cisco AnyConnect 4.0 VPN client is a web-based VPN client that provides a secure method of

accessing Lehman College computing resources

1. Download and install the free Cisco AnyConnect client from the “Google Play” store.
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2. Once the app has finished installing, tap the Cisco AnyConnect icon to launch it.
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3. Read the agreement and choose OK

AnyConnect

Supplemental End User License
Agreement for AnyConnect® Secure
Mobility Client v4.x and other VPN-related
Software

IMPORTANT: READ CAREFULLY

This Supplemental End User License
Agreement (SEULA) contains additional
terms and conditions for the Software
Product licensed under the End User
License Agreement (EULA) between You
(You as used herein means You and the
business entity you represent) and Cisco
(collectively, the Agreement). Capitalized
terms used in this SEULA but not defined
will have the meanings assigned to them
inthe EULA. To the extent that there is a
conflict between the terms and conditions
of the EULA and this SEULA, the terms
and conditions of this SEULA will take
precedence. In addition to the limitations
set forth in the EULA on your access and
use of the Software, You agree to comply
at all times with the terms and conditions
provided in this SEULA. DOWNLOADING,
INSTALLING, OR USING THE SOFTWARE
CONSTITUTES ACCEPTANCE OF THE

Cancel 0K




4. Tap “Connection”
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5. Tap “Add New VPN Connection...”
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6. Tap “Server Address”
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Description
Not Set (Optional)

Server Address
Not Set

Advanced Preferences...
Change advanced certificate and protocol settings

Cancel Done

7. Type “vpn.lehman.edu” for Server Address and choose OK
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8. Tap “AnyConnect VPN” and then Change Settings if it comes up, otherwise skip to step 10
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e AnyConnect A Untrusted VPN Server!
a VIRTUAL PRIVATE NETWORK AnyConnect cannot verify the identity of the
server:
AnyConnect VPN vpn.lehman.edu

Disconnected —
Connecting to this server could result in a

. severe security compromise!
Connection

vpn.lehman.edu
Security Risks Explained

Details... AnyConnect is configured to block untrusted
servers by default. Most users choose to keep
this setting.

If this setting is changed, AnyConnect will no
longer automatically block connections to
potentially malicious network devices.
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9. Uncheck “Block Untrusted Servers”, then return to the previous screen and Tap “AnyConnect

VPN” again
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Launch at Startup ol Launch at Startup ] ﬂ VIRTUAL PRIVATE NETWORK

Start AnyConnect services at boot time Start AnyConnect services at boot time
AnyConnect VPN

Hide Icon Hide Icon Disconnected

Hide the AnyConnect icon in status bar when “ Hide the AnyConnect icon in status bar when 4

idle idle .
Connection
vpn.lehman.edu

ADVANCED SETTINGS ADVANCED SETTINGS
Details...

External Control External Control

Disabled (default) - Outside applications will not be Disabled (default) - Outside applications will not be

able to control AnyGonnect. Changing this setting able to control AnyConnect. Changing this setting

Block Untrusted Servers Block Untrusted Servers

Do not allow connections to servers with ~ Do not allow connections to servers with I

untrusted certificates. untrusted certificates.

VPN FIPS Mode VPN FIPS Mode

Enable Federal Information Processing Standard g Enable Federal Information Processing Standard O

for VPN for VPN

OCSP Revocation 0 OCSP Revocation O

Enable certificate revocation checking for VPN Enable certificate revocation checking for VPN
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10. Choose Continue twice
N

Cisco AnyConnect

Security Warning: Untrusted Certificate
AnyConnect cannot verify the identity of
vpn.lehman.edu. Would you like to continue
anyway?

Certificate is from an untrusted
source.

Most users do not connect to untrusted
servers unless the reason for the error
condition is known.

Cancel Details Continue

11. Input your Lehman ID Username and Password and choose Connect

AnyConnect

Please enter your username and password.
Username:

first.last
Password:

[] Show password(s).

Cancel Connect
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Cisco AnyConnect

Security Warning: Untrusted Certificate
AnyConnect cannot verify the identity of
vpn.lehman.edu. Would you like to continue
anyway?

Certificate is from an untrusted
source.
Most users do not connect to untrusted

servers unless the reason for the error
condition is known.

Cancel Details Continue




12. Choose OK. “AnyConnect VPN” should now be switched to “ON” and you are now connected
to Lehman VPN.
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AnyConnect VPN
Reconnecting

Allow connection

Connection
AnyConnect is requesting RIS
permission to set up a VPN
connection that will allow it to Details...

monitor network traffic. Only

allow this if you trust the source.
An icon will be shown at the top

of your screen while the VPN is in
use. Allow?

CANCEL OK
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13. To disconnect, slide the “ON” switch to “OFF”
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Should you have any questions, please feel free to contact the Help Desk by phone at (718) 960 -
1111, by email at help.desk@lehman.cuny.edu or Carman Hall in room 108.
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